DATA PROCESSING AGREEMENT
This Data Processing Agreement ("DPA") forms part of the agreement between:
Honch Data Limited
Company Number: 12246723
24 Sunnyside Road
Epping
CM16 4JW
United Kingdom
("Honch")
and
[Customer Legal Name]
Registered address: [insert]
("Customer")
Together the "Parties".
This DPA applies only where Honch processes personal data on behalf of the Customer in connection with the services provided under the parties' agreement.

1. Definitions
For the purposes of this DPA:
Applicable Data Protection Law means all laws relating to the processing of personal data applicable to the parties including:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations 2003
Controller, Processor, Personal Data, Processing, Data Subject, and Personal Data Breach have the meanings given to them in Applicable Data Protection Law.
Customer Personal Data means personal data processed by Honch on behalf of the Customer in connection with the services.
Services means the services provided by Honch under the parties' agreement.
Subprocessor means any third party engaged by Honch to process Customer Personal Data on behalf of the Customer.

2. Scope and Roles
2.1 The parties acknowledge that:
· the Customer acts as Controller
· Honch acts as Processor
where Honch processes Customer Personal Data on behalf of the Customer.
2.2 In many cases Honch operates as an independent Controller in relation to its own database of business professionals. This DPA applies only where Honch processes Customer Personal Data as a Processor.

3. Processing Instructions
3.1 Honch shall process Customer Personal Data only on documented instructions from the Customer unless required by applicable law.
3.2 The Customer's use and configuration of the Services constitutes its documented instructions.

4. Confidentiality
Honch shall ensure that all persons authorised to process Customer Personal Data are bound by confidentiality obligations.

5. Security Measures
5.1 Honch shall implement appropriate technical and organisational measures designed to protect Customer Personal Data against accidental or unlawful destruction, loss, alteration, unauthorised disclosure, or access.
5.2 These measures include where appropriate:
· secure cloud hosting infrastructure
· encrypted transmission using HTTPS/TLS
· role based access controls
· system logging and monitoring
· restricted access to production systems
· regular maintenance and security updates
· secure backups and recovery procedures
5.3 Honch may update its security measures from time to time provided such updates do not materially reduce the security of the Services.

6. Subprocessors
6.1 The Customer provides general written authorisation for Honch to appoint subprocessors.
6.2 Honch shall ensure subprocessors are bound by written agreements providing data protection obligations equivalent to those set out in this DPA.
6.3 Subprocessors used by Honch may include providers supporting:
· cloud hosting and infrastructure
· analytics and monitoring services
· email delivery systems
· integration platforms
6.4 Integration services may be supported by Albato, an automation and integration platform provider. Albato may process data only where required to support configured integrations.
6.5 Honch remains responsible for the performance of its subprocessors.

7. Assistance with Data Subject Rights
Taking into account the nature of the processing, Honch shall provide reasonable assistance to the Customer to enable the Customer to respond to requests from Data Subjects exercising their rights under Applicable Data Protection Law.

8. Personal Data Breach
8.1 Honch shall notify the Customer without undue delay after becoming aware of a Personal Data Breach affecting Customer Personal Data.
8.2 Where reasonably available, the notification shall include:
· nature of the breach
· categories of data affected
· likely consequences
· measures taken to address the breach

9. Return or Deletion of Data
Upon termination of the services, and at the Customer's written request, Honch shall delete or return Customer Personal Data processed on behalf of the Customer unless retention is required by law.

10. Audit and Compliance
10.1 Honch shall make available information reasonably necessary to demonstrate compliance with this DPA.
10.2 Any audit must be reasonable, proportionate and limited to information relevant to Customer Personal Data processed by Honch.

11. International Data Transfers
Where Customer Personal Data is transferred outside the United Kingdom or European Economic Area, Honch shall ensure appropriate safeguards are implemented including:
· adequacy regulations
· Standard Contractual Clauses
· UK International Data Transfer Agreement
· UK Addendum to EU Standard Contractual Clauses
· UK Extension to the EU US Data Privacy Framework where applicable

12. Customer Responsibilities
12.1 The Customer determines the purposes and lawful basis for processing personal data within its own systems.
12.2 Where the Services enable the export or synchronisation of data into Customer systems including CRM platforms such as:
· Salesforce
· HubSpot
· Microsoft Dynamics
· Pipedrive
the Customer acknowledges that:
· the Customer determines what data is exported
· the Customer controls how exported data is used
· Honch does not control the Customer's use of data once exported
12.3 The Customer is responsible for ensuring that its use of such data complies with data protection and marketing laws.
12.4 Honch is not responsible for the Customer's compliance with electronic marketing laws including the Privacy and Electronic Communications Regulations.

13. Liability
Liability under this DPA shall be subject to the limitations of liability set out in the main agreement between the parties.

14. Term
This DPA remains in effect for as long as Honch processes Customer Personal Data on behalf of the Customer.

15. Governing Law
This DPA shall be governed by the laws of England and Wales and the courts of England and Wales shall have exclusive jurisdiction.

ANNEX 1
Description of Processing
Controller
Customer
Processor
Honch Data Limited
Subject Matter
Processing required to provide the Honch platform and related services including integrations and support.
Purpose
Provision of services including:
· CRM integrations
· data exports or syncing
· support and troubleshooting
· account management
Categories of Data Subjects
· Customer employees or users
· business contacts stored within Customer systems
Categories of Personal Data
· name
· job title
· employer
· professional email address
· professional telephone number
· LinkedIn profile URL
· CRM identifiers
Special Category Data
None intended.
Duration
For the duration of the agreement and any period during which Honch processes data on behalf of the Customer.

ANNEX 2
Technical and Organisational Measures
Honch implements appropriate security measures including:
· secure cloud infrastructure
· encrypted transmission using HTTPS
· access control based on roles and permissions
· system monitoring and logging
· restricted access to production environments
· backup and disaster recovery procedures
· regular system updates and security maintenance
Where integrations are supported via Albato, Albato applies security controls including encrypted communication via HTTPS, restricted access via private networks and VPN, encrypted backups, and SOC 2 Type 2 certified operational practices.






SIGNATURES
For and on behalf of Honch Data Limited
Name:
Title:
Date:
Signature: __________________________

For and on behalf of Customer
Name:
Title:
Date:
Signature: __________________________

